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01. TRIBULATIONS

Wormhole: this bridge was hacked in February for about $350 million. Around
120,000 ETH tokens were stolen

Ronin: this sidechain bridge powers one of the most popular play-to-earn games,
Axie Infinity, and was exploited in March. It was one of the largest crypto hacks ever,
with approximately $624 million stolen in various cryptocurrencies

Hackers targeted many crypto protocols, most notably exposing the vulnerabilities of
cross-chain bridges, which accounted for nearly 60% of the value stolen in 2022
according to DefiLlama. Chainalysis, a crypto compliance and market intelligence
service provider, declared that 2022 was "the worst year for crypto hacks by a
landslide," with over $3 billion stolen in hacks and exploits over the year according to
Forbes.   Two major hacks that exploited cross-chain bridges include:

       Read our market deep dive on the Wormhole hack.

      Read our market deep dive on the Ronin hack. 

The year 2022 was painful for the whole industry. Investors saw overall
prices decrease by about two-thirds, many on-chain protocols were
hacked, and several large players filed for bankruptcy.

On-Chain Hacks

Genesis, which has paused its lending operations
Gemini, which has been forced to halt its Earn programme
Grayscale’s GBTC trust, which is trading at a major discount

Both the collapse of the Terra Luna ecosystem in May and of FTX in November caused a
series of severe ripple effects across the industry affecting a large number of players.
Many stakeholders filed for bankruptcy or are in bail-out negotiations (see next page).
Others seem to have survived so far but have been majorly impacted by the contagion
effects, including:

Read our report on the post-FTX contagion effects that are still playing out in 2023.

Contagion Effects
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Sources: 1 - DeFiLlama
                2 - Forbes
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https://www.crypto-finance.com/market-deep-dive-what-was-the-wormhole-hack/
https://www.cryptofinance.ch/market-deep-dive-market-volatility-continues-this-week/
https://www.crypto-finance.com/post-ftx-contagion-effects-and-risk-factors-for-market-participants/
https://drive.google.com/file/d/1zfJgQEOA4QVKMUyVifBhybhxgkbFRWpG/view
https://www.forbes.com/sites/ninabambysheva/2022/12/28/over-3-billion-stolen-in-crypto-heists-here-are-the-eight-biggest/


For a more in-depth analysis,
read our FTX post mortem report.

BlockFi filed for bankruptcy

Bailouts & Bankruptcies
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Voyager Digital received a bailout of about
$500 million from Alameda Research  

June

BlockFi received $250 million revolving
credit facility from FTX    

Three Arrows Capital (3AC) was ordered
by the British Virgin Island Court to be
liquidated  

May
UST, an $18 billion algorithmic stablecoin,

depegged from $1 and collapsed
alongside LUNA, its native token, that was

meant to stabilise it

Voyager Digital announced their
bankruptcy, defaulting on $650 million

worth of loans to the insolvent 3AC  

July

Celsius Network filed for bankruptcy after
its balance sheet suffered irreversible
losses due to the LUNA and 3AC collapses

November
Alameda's $FTT-heavy balance sheet was

exposed, leading users to massively
withdraw their funds from FTX. Ultimately,

both companies jointly filed for bankruptcy
while customer funds were not available  

3AC filed for bankruptcy in the US

Celsius Network halted trading,
swaps, and withdrawals 

Sources: 1 - CoinDesk
                2 - PRNewsWire
                3 - CoinDesk
                4 - CoinTelegraph
                5 - Celsius
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 6 - BTCTimes
 7 - TechCrunch
 8 - CoinDesk
 9 - FTX's Twitter 
10- BlockFi

7

8

9

10

https://www.crypto-finance.com/the-collapse-of-ftx/
https://www.crypto-finance.com/the-collapse-of-ftx/
https://www.crypto-finance.com/the-collapse-of-ftx/
https://www.coindesk.com/business/2022/05/09/ust-stablecoin-falls-below-dollar-peg-for-second-time-in-48-hours/
https://www.prnewswire.com/news-releases/voyager-digital-provides-market-update-301572971.html
https://www.coindesk.com/business/2022/06/21/blockfi-receives-250m-credit-facility-from-ftx/
https://cointelegraph.com/news/court-in-the-british-virgin-islands-reportedly-orders-to-liquidate-3ac
https://celsiusnetwork.medium.com/a-memo-to-the-celsius-community-59532a06ecc6
https://www.btctimes.com/news/a-timeline-of-the-three-arrows-capital-collapse
https://techcrunch.com/2022/07/06/crypto-broker-voyager-digital-files-for-bankruptcy/
https://www.coindesk.com/business/2022/07/14/celsius-files-for-chapter-11-bankrupcty/
https://twitter.com/FTX_Official/status/1591071832823959552?s=20&t=ivnGBxRUo4MPcl8YvhhWzg
https://twitter.com/FTX_Official/status/1591071832823959552?s=20&t=ivnGBxRUo4MPcl8YvhhWzg
https://blockfi.com/November28-ClientUpdate


Unprecedented arrests occurred and major law enforcement
decisions were taken. Several standard proposals and
regulations are being developed and have entered into
further stages of discussion before implementation.

02.  REGULATION
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Regulatory Enforcements

1 Tornado Cash Sanctions

Mango Markets "Hacker"2

SBF's Arrest & Ongoing Court Case3

Sources: 1 - Coindesk and Forkast
                2 - Cointelegraph
                3 - Cryptoslate

The US Department of the Treasury’s Office of Foreign Asset Control (OFAC)
sanctioned Tornado Cash, declaring it a felony for US citizens and entities to
interact with the protocol. This marked the first time an autonomous code had
been sanctioned by OFAC. Alexey Pertsev, a developer of Tornado Cash, was
arrested and has been ordered to stay in jail until at least February 2023. 
Read our market deep dive on Tornado Cash here.

1

Crypto asset trader, Avraham Eisenberg, was arrested in Puerto Rico and
charged with commodities manipulation and fraud on Mango Markets, a
decentralised cross-trading platform. By taking out massive loans that drained
the protocol's liquidity, Eisenberg manipulated the value of the platform's native
token $MNGO. Overall, he stole approximately $110 million worth of various
cryptocurrencies, of which $67 million were returned to Mango Markets while
Eisenberg kept the rest to himself as a "bounty".2

About a month after the collapse of FTX and its affiliated companies, Sam Bankman-
Fried (SBF) was arrested in the Bahamas after the US filed criminal charges. SBF has
pleaded not guilty to fraud and seven other charges filed against him, and has been
given bail for $250 million. The US District Court has set a trial date for October 2,
2023. 
Read our market deep dive on SBF's arrest.

3

https://www.coindesk.com/consensus-magazine/2022/12/05/alexey-pertsev-most-influential-2022/
https://forkast.news/headlines/tornado-cash-developer-alexey-pertsev-to-remain-in-jail-until-february/
https://cointelegraph.com/news/maybe-it-was-illegal-mango-markets-exploiter-arrested-on-fraud-charges
https://cryptoslate.com/sbf-free-on-bail-for-10-months-until-trial-in-october-as-he-pleads-not-guilty/
https://www.crypto-finance.com/us-inflation-figures-started-a-risk-on-sentiment-in-the-market/
https://www.crypto-finance.com/market-deep-dive-the-fight-against-inflation-and-the-ftx-alameda-case-are-still-in-the-spotlight/


Regulatory Developments

1 MiCA Regulation

2 BCBS Prudential Standards

3 Singapore Regulatory Proposals

In October, the draft proposal of the Markets in Crypto Assets (MiCA) regulation
was approved by the European Council. This regulation seeks to establish uniform
and directly applicable rules for crypto assets across the EU and provide legal
clarity for types of crypto assets that are not currently addressed by existing EU
laws. It aims to improve consumer and investor protection and financial stability,
while also encouraging the development and use of crypto assets. MiCA is
expected to pass through the European Parliament in early 2023.

In December, the Basel Committee on Banking Supervision (BCBS)
published an updated set of its final rules on the prudential treatment of
crypto asset exposures. These international standards aim to provide
banks with guidance on how to classify crypto assets on an ongoing
basis.

In August, the Monetary Authority of Singapore (MAS) announced its intention to
strengthen regulations for the cryptocurrency industry to protect consumers
from potential harm. Following that, MAS released a proposal in October for a set
of regulatory measures aimed at minimising risk for consumers who trade in
digital payment tokens through Digital Payment Token Service Providers (DPTSPs)
without involving a total ban on retail access.
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Sources: 1 - MiCA
                2 - BCBS & PwC
                3 - MAS
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https://data.consilium.europa.eu/doc/document/ST-13198-2022-INIT/en/pdf
https://www.bis.org/bcbs/publ/d545.pdf
https://www.pwc.com/gx/en/new-ventures/cryptocurrency-assets/pwc-global-crypto-regulation-report-2023.pdf
https://www.mas.gov.sg/-/media/MAS/News-and-Publications/Consultation-Papers/2022-Proposed-Regulatory-Measures-for-DPT-Services/Consultation-Paper-on-Proposed-Regulatory-Measures-for-Digital-Payment-Token-Services.pdf


03. ADOPTION
Despite the ongoing global economic uncertainty in the markets, there
have been notable advancements in both adoption by institutions as
well as technical developments within the crypto industry. 
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In September, the Ethereum network merged from a proof-of-work
consensus mechanism to a proof-of-stake consensus mechanism.
For mass adoption, critical issues such as lowering transaction fees
and improving scalability are still not resolved. The next upgrade,
nicknamed "The Surge," will focus on scalability as developers work
on addressing these challenges.
Read our in-depth article on the ETH Merge.

ETH Merge

Soulbound Tokens (SBTs)

Blockchain-related Developments

Solana Mobile

Sources: 1 - Finding Web3's Soul
                2 - Solana

Ethereum co-founder Vitalik Buterin, economist Eric Glen Weyl,
and lawyer Puja Ohlhaver proposed the development of SBTs,
which are non-transferable tokens that act as representations of
individuals' identities in a decentralised digital world. They suggest
that SBTs could form the foundation for a decentralised society,
focusing on societal development and moving away from "hyper-
financialisation", but issues such as privacy and discrimination
must be considered. 1

Solana announced its partnership with hardware developer OSOM to
develop a blockchain smartphone called "Saga". The goal is to allow
for easy trading of tokens, minting of NFTs, crypto payments, and
instant access to dAPPs on a mobile phone. Scheduled to be
released in 2023, the Saga is expected to be a significant
advancement for the blockchain and Web 3.0 communities.2

https://www.crypto-finance.com/house-view-september-2022/
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4105763
https://solanamobile.com/


BNY Mellon launches
its digital asset
custody platform4

NFTs on Instagram

Nike and RTFKT released their first co-branded
digital sneakers: "Nike CryptoKicks". This virtual
shoe collection represents a milestone in the
penetration of traditional fashion into the digital
asset space.

Nike's "CryptoKicks"
April 2022
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 May 2022
Instagram added a feature that allows users to
display their NFTs on the social media
platform. New functions are continuously
being rolled out, such as the possibility to
mint and sell directly on the platform.

Industry News

Sources: 1 - OpenSea
                2 - Meta
                3 - Bloomberg
                4 - BNY Mellon
                5 - Banque SYZ

2

1

Institutional Developments

Banque Syz launches
"Syz Crypto" offering its
clients access to digital
assets

3

5

 May 2022
Goldman Sachs offers
its first OTC crypto
options trade  Oct 2022

 Dec 2022

https://opensea.io/collection/rtfkt-nike-cryptokicks
https://about.fb.com/news/2022/05/introducing-digital-collectibles-to-showcase-nfts-instagram/
https://www.bloomberg.com/news/articles/2022-03-21/goldman-conducts-its-first-over-the-counter-crypto-options-trade
https://www.bnymellon.com/us/en/about-us/newsroom/press-release/bny-mellon-launches-new-digital-asset-custody-platform-130305.html#:~:text=11%2C%202022%20%2FPRNewswire%2F%20%2D%2D,both%20traditional%20and%20digital%20asset
https://www.linkedin.com/posts/syz-group_cryptocurrency-custody-trading-activity-7005559603853697025-9FJh?utm_source=share&utm_medium=member_desktop


The events that have transpired during the past year can be summarised into
three themes: tribulations, regulations, and adoption. Pain was experienced
during the beginning of a prolonged bear market and the failure of many
important industry stakeholders like LUNA, 3AC, and FTX. Regulatory talks
entered a new stage, with ever more discussions taking place around what
standards to set for the industry. Adoption remained strong even though we
have yet to feel the full-on effects of real institutional adoption. 

In fact, the institutional adoption of digital assets is happening in several
phases, and we are currently in phase one, or in the early stages. Many banks
are ready to start engaging with the space and are reaching out to trusted and
specialised partners like Crypto Finance who offer safe and regulated access to
digital assets. In this stage, the main focus of institutions is to "connect the
pipes" so that they can be ready when market momentum and client demand
eventually pick up again. However, the recent incident involving FTX increased
the reputational tail risk of the industry. Some institutions have been startled by
the event and might put their projects on pause if such an incident were to
occur again. Additionally, the ongoing layoffs and deleveraging of the
workforce will have implications on the progress rate of the digital asset
industry, and the speed of innovation might ultimately slow down as a result. It
is clear that institutional adoption of digital assets is a complex process that is
affected by various factors, but with proper risk management practices, trust,
and transparent communication, the digital asset industry will continue to grow
and develop in the months and years to come.

CLOSING REMARKS
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Patrick Heusser
Chief Commercial Officer



What can we expect in 2023?

2023 OUTLOOKS
Here is a compilation of our picks for 2023 outlooks on digital assets.

Crypto Finance's
House View 

Outlook 2023

Huobi Research's
Global Crypto

Industry Overview
and Trends
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Messari's 2023
Theses

Coinbase's 2023
Crypto Market Outlook

CoinDesk's 
23 Blockchain

Prediction for 2023

https://research.huobi.com/#/ArticleDetails?id=356
https://www.crypto-finance.com/house-view-outlook-2023/
https://messari.io/crypto-theses-for-2023
https://www.coinbase.com/institutional/research-insights/research/market-intelligence/2023-crypto-market-outlook
https://www.coindesk.com/consensus-magazine/2022/12/19/23-blockchain-predictions-for-2023/
https://www.crypto-finance.com/house-view-outlook-2023/
https://www.crypto-finance.com/house-view-outlook-2023/
https://www.crypto-finance.com/house-view-outlook-2023/
https://research.huobi.com/#/ArticleDetails?id=356
https://messari.io/crypto-theses-for-2023
https://www.coinbase.com/institutional/research-insights/research/market-intelligence/2023-crypto-market-outlook
https://www.coindesk.com/consensus-magazine/2022/12/19/23-blockchain-predictions-for-2023/
https://www.coindesk.com/consensus-magazine/2022/12/19/23-blockchain-predictions-for-2023/
https://www.coindesk.com/consensus-magazine/2022/12/19/23-blockchain-predictions-for-2023/


Products & Services

The Crypto Finance Group - comprising two FINMA-regulated financial institutions and
part of Deutsche Börse Group - offers professional digital asset solutions. This includes
one of the first FINMA-approved securities firms with 24/7 brokerage services,
custody, infrastructure, and tokenisation solutions for financial institutions, as well as
the first FINMA-approved manager of collective assets for crypto assets, with an
active, rules-based and index-based alternative investment fund offering, including
the first Swiss crypto fund. The Crypto Finance Group is headquartered in Switzerland
and has a regional presence in Singapore and Germany.  
 
For more information, please visit: www.crypto-finance.com 

About Crypto Finance Group
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Custody

Trading

Institutional-grade
infrastructure

Asset Management

Tokenisation

Staking

Leverage our industry-leading, client-
centric infrastructure to manage your
digital assets in a flexible setup

Obtain professional, regulated access
to the digital asset market with industry-
leading trading infrastructure

Security driven and flexible to meet
your needs

Crypto Finance (Asset Management)
AG is a FINMA-regulated asset
manager and pioneer in digital assets,
offering institutional-grade investment
solutions

Bring your product to life using Crypto
Finance’s tokenisation services,
supporting you on your end-to-end
technical tokenisation journey

Receive secure and regulated access
to staking through an expert
counterparty focused on your
institutional needs

http://www.crypto-finance.com/
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Disclaimer
All information in this document is provided for general information purposes only and with no warranty or liability for accuracy,
completeness, or fitness for a particular purpose. No information provided in this document constitutes or is intended as
investment advice. This document is not, and is not intended as, an offer, recommendation, or solicitation to invest in financial
instruments, including crypto assets. Crypto Finance is a financial group supervised by the Swiss Financial Market Supervisory
Authority FINMA on a consolidated basis with Crypto Finance AG as a securities firm and Crypto Finance (Asset Management)
AG as an asset manager for collective investments with the corresponding FINMA licenses. This document and its content, 
 including any brand names, logos, designs, and trademarks, and all related rights, are the property of the Crypto Finance
Group and Deutsche Börse Group. They may not be reproduced or reused without their prior consent.

Crypto Finance AG | Hardstrasse 201 | CH-8005 Zurich | +41 41 545 88 22 | www.crypto-finance.com 
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If you would like to learn more about Crypto Finance and receive additional industry
insights, please contact us.

Stay up-to-date with Crypto Finance

Crypto Finance Group @CryptoFinanceAG Crypto Finance Group

Vanessa Thien 
Corporate Development

William Ery
Partnerships Manager

Patrick Heusser
Chief Commercial Officer

Editorial Board

Subscribe to our newsletter to keep updated.

http://www.crypto-finance.com/
https://www.crypto-finance.com/contact/
https://ch.linkedin.com/company/cryptofinanceag
https://twitter.com/cryptofinanceag
https://www.youtube.com/@cryptofinancegroup
https://www.crypto-finance.com/newsletter/
https://www.linkedin.com/in/vanessathien/
https://www.linkedin.com/in/williamery/
https://www.linkedin.com/in/heusser/

